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/Presentation 
Companies across all sectors, regardless of their size, have a lot at stake in 
the digital transformation processes they are carrying out. Processes that are 
no longer something reserved for companies at the forefront but are mandatory 
for all. Digital transformation is not a fad; it is a requirement of our time, wielded 
in the first person by each of us, the new consumers, who want to interact with 
companies and institutions digitally and remotely, with agility, simplicity, and 
security.

To establish relationships, make transactions, or gain access, we have always 
needed and demanded to know who the person on the other side really was. 
It has always been necessary and no matter how much the environment is 
digitized or changed, having that certainty about people’s real identity will 
continue to be a cornerstone of our coexistence.

The speed at which technology evolves is exponential, and as it develops, it 
opens up new horizons and capabilities. This evolution is also taking place in the 
field of Artificial Intelligence and Biometric Technology: a combination that is 
completely revolutionizing the way we access, relate to, and transact with each 
other. A combination that is changing the rules of the game and consolidating 
a new, faster, more convenient, and secure way of onboarding new customers, 
users, and citizens.

Digital Onboarding of customers is just the beginning.

BUYER’S GUIDE

Javier Tourón
Marketing Director

Miguel Zarraluqui
Product Marketing Manager



BUYER’S GUIDE DIGITAL ONBOARDING 5

/Executive  
Summary
a. Findings
1/ The constant emergence of new providers in the Digital Onboarding 

ecosystem sets the need to establish common evaluation standards 
that certify the accuracy of the different solutions under the same 
conditions. 

2/ Identity verification solutions are an essential part of customer 
onboarding processes, and therefore, their effectiveness should be 
measured not only from a fraud prevention point of view but providers 
should also be required to have adequate conversion rates for the 
business. 

3/ The increased use of Digital Onboarding processes also leads to an 
increase in fraud cases, intentional or not, which highlights the need to 
bet on robust solutions in terms of security. Particularly relevant is the 
need to strengthen fraud detection in identity document verification, 
as statistics show that it is the primary source of fraud in identity 
verification processes. 
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 b. Recommendations
1/ Require manufacturers to detail the accuracy of their solutions, 

suitably certified by independent evaluators such as the National 
Institute of Standards and Technology (NIST). Equally important is to 
document the conversion rates/funnel, appropriately supported by 
detailed use cases in specific clients; the more, the better. 

2/ Demand manufacturers for evidence of certification and compliance 
before the different regulations that may have a relevant impact on 
the legal soundness of the implemented solutions (e.g., data protection 
regulations, anti-money laundering legislation, ISO regulations, etc.).

3/ Bet on manufacturers with proprietary technology, as this gives 
them flexibility when adapting to customer needs (e.g., incorporating/
prioritizing improvements in their roadmap) and detailed knowledge of 
the technology to respond effectively and quickly in any unforeseen 
event.

4/ Prioritize manufacturers with fully automated solutions (non-human-
in-the-loop) over those that require manual review by an operator, as 
they ensure greater accuracy and auditability, better data security 
protection, and reduced processing time, resulting in better 
conversion rates and increased security against fraud. 
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/Introduction to  
the Buyer’s Guide
There is no single Artificial Intelligence but rather an infinite number of 
biometric Artificial Intelligence engines, and not all of them are capable of 
delivering the same performance. 

On that premise, it is easier to understand that not all Digital Onboarding 
technologies are the same because they are supported by different 
technologies and designs that make them more or less capable. 

Any company or institution today can go to the market and find multiple 
technologies to perform Digital Onboarding processes, but in the same 
way, not all the vehicles we see on the street are the same, not all the 
companies that do Onboarding can offer the same capabilities.

In this Buyer’s Guide, we want to help all those companies and 
institutions that want to improve and digitize their customer and user 
registration process. By providing them with all the elements that, in our 
opinion, are key and should be considered to evaluate a Digital Onboarding 
technology, they will be able to make the best possible purchasing 
decision.

https://www.youtube.com/watch?v=hMiVeork9zo
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As we will see below, not all identity document verification technologies 
release the same number of artificial intelligence algorithms on a 
document to verify its authenticity. Not all biometric facial recognition 
engines are equally accurate, nor do they provide an agile and comfortable 
user experience. Not all vendors are equally prepared to fight fraud, nor do 
they treat sensitive data under the same standards.

We could go on and on, but let this Buyer’s Guide do the rest and take us, in 
detail, through all the technological layers that make a Digital Onboarding 
process excellent. 
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Possible answer Veridas Provider 1 Provider 2

/COMPANY CRITERIA

A. EXPERIENCE AND MATURITY

1.  Number 
of identity 
verification 
processes 
completed

What is the total volume of identity 
verification processes completed, in 
actual production scenarios, by the 
vendor since its founding?

Specify  
number in 
millions

> 80 million Specify  
number in 
millions

Specify  
number in 
millions

2.  Number of 
customers in 
production

What is the total number of 
customers in production that the 
supplier currently has

Specify  
number in units

> 250 customers Specify  
number in units

Specify  
number in units

3. Number of years 
of experience

How many years has the company 
been operating in the field of digital 
identity verification using biometric 
methods?

Specify the 
number in units

Since 2017 Specify the 
number in units

Specify the 
number in units

B. COMPLIANCE AND CERTIFICATION

1. Compliance 
with local data 
protection 
regulations

Can the supplier attest to 
compliance with local data 
protection regulations?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

2. ISO 27001 
Compliance 
(Information 
Security)

Is the supplier certified by a 
recognized body for ISO 27001 
compliance?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

3. Storage of 
customer 
personal data

Does the supplier need to store 
personal data for the correct 
operation of its technology (e.g., 
need for engine “training”)?

  Yes
  No

   Yes
     No

  Yes
  No

  Yes
  No

4. Level of 
automation of  
the solutions

Does the vendor provide fully 
automated (non-human-in-the-loop) 
solutions, or does it require some 
level of manual support for proper 
operation?

  Fully 
automated 
solutions

  Semi-
automated 
solutions

  Manual 
solutions

  Fully 
automated 
solutions

  Semi-
automated 
solutions

  Manual 
solutions

  Fully 
automated 
solutions

  Semi-
automated 
solutions

  Manual 
solutions

  Fully 
automated 
solutions

  Semi-
automated 
solutions

  Manual 
solutions

C. DEPLOYMENT AND IMPLEMENTATION

1. Cloud solutions 
served from Tier  
1 cloud providers

Does the vendor offer the 
technology from a cloud provider 
categorized as "Tier 1": AWS, 
Microsoft Azure, or Google?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

2. Cloud solutions 
served from 
multiple regions

Does the provider offer the 
technology from multiple regions, 
adapting to the area in the world that 
I need for my use case?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

  

  

  

  

/Digital Onboarding 
Vendor comparison
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Possible answer Veridas Provider 1 Provider 2

3. Availability of 
on-premise 
deployment

Does the vendor facilitate the 
deployment of its technology 
in an on-premise model (local 
installation)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

4. In-house 
Customer 
Success team 
for deployment 
and production 
support

Does the vendor have a dedicated 
Customer Success team to support 
customers in the deployment and 
production phases (24/7 service) 
from the regions where the use case 
will be implemented?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

5. Sandbox 
environment 
available for 
testing

Does the vendor provide a 
sandbox or test environment 
(work environments) to test their 
solutions without working directly 
on production environments (live 
environments)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

6. The estimated 
maximum 
time for full 
deployment

How long does the vendor estimate 
it takes from the time technology 
deployment starts to when it is 
ready to go into production?

Specify the 
number of days

5 days Specify the 
number of days

Specify the 
number of days

/TECHNOLOGY CRITERIA

A. USER EXPERIENCE

1. Omnichanel

/Available on 
web environment 
(HTML)

Does the vendor make its 
technology available for web (HTML) 
environments?

  In both Mobile 
and Desktop 
environments 

  Only in Mobile 
environments

  Only in 
Desktop 
environments

  No

  In both 
Mobile and 
Desktop 
environments 

  Only in Mobile 
environments

  Only in 
Desktop 
environments

  No

  In both Mobile 
and Desktop 
environments 

  Only in Mobile 
environments

  Only in 
Desktop 
environments

  No

  In both Mobile 
and Desktop 
environments 

  Only in Mobile 
environments

  Only in 
Desktop 
environments

  No

/Available in native 
environments 

Does the vendor make its technology 
available for the iOS environment?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Does the vendor make its 
technology available for the Android 
environment?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Does the vendor make their 
technology available in Webviews?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

2. Conversion 
funnel

What percentage of funnel 
conversion (document verification 
+ biometric verification) does 
the vendor certify as a minimum 
percentage, based on their actual 
experience?

Specify the 
figure in  
percent

80% Specify the 
figure in  
percent

Specify the 
figure in  
percent

3. Completion 
time

How long does it take a user 
to complete an entire identity 
verification process (document 
verification + biometric verification + 
certified liveness detection) with the 
vendor's solution?

Specify the 
number in 
seconds

< 30 seconds Specify the 
number in 
seconds

Specify the 
number in 
seconds
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Possible answer Veridas Provider 1 Provider 2

B. CONTROL, PRECISION, AND SECURITY OF THE DIFFERENT COMPONENTS

1. Document verification

/Proprietary 
technology

Has the supplier self-developed 
the document verification 
technology, which gives it more 
excellent knowledge and greater 
agility in responding to customer 
requirements, or, on the contrary, is it 
a third-party technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

/Documentary 
coverage in the 
desired geography

Are the identity documents required 
by the use case contained in the 
supplier's document coverage?

  Yes
  No

CHECK THE 
VERIDAS 
DOCUMENT 
COVERAGE 
HERE

  Yes
  No

  Yes
  No

/Extraction and 
analysis of data 
from the following 
parts of the 
document

Is the vendor capable of successfully extracting and 
analyzing the information contained in the following 
areas of the ID documents?

• NFC chip   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

• Visual Inspection Zone (VIZ)   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

• Machine Readable Zone (MRZ)   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

• Barcodes   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

• QR codes   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Fraud prevention 
measures (anti-
spoofing) applied 
on the document 
[link]

Is the provider capable of successfully detecting the 
following types of fraud concerning identity document 
verification?

• Detection of documents on invalid 
media.

- impression of the original identity 
document

- identity document displayed on a 
screen

  Yes
  No

 Yes
  No

  Yes
  No

  Yes
  No

• Detection of manipulated 
documents

 • Detection of modifications of 
the information printed on the 
document:

- MRZ checksums
- Consistency between the MRZ 

and VIZ
- Consistency of the Bidi code 

data
- Consistency between the MRZ 

and NFC
  Detection of modifications of 

the information printed on the 
document

  Yes
  No

 Yes
  No

  Yes
  No

  Yes
  No

• Detection of false documents   Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

https://veridas.com/en/global-document-coverage/
https://veridas.com/en/global-document-coverage/
https://veridas.com/en/global-document-coverage/
https://veridas.com/en/global-document-coverage/
https://veridas.com/en/global-document-coverage/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
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Possible answer Veridas Provider 1 Provider 2

/Technology 
for evidence 
controlled capture 
(SDKs)

Does the vendor have front-end 
capture technology (SDKs) to offer 
the end-user a guided ID document 
capture experience (e.g., provide 
real-time feedback if the expected 
document is not displayed or alert if 
the capture is not clear)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Autoclassifica-
tion of identity 
documents

Does the supplier have ID document 
autoclassification technology so 
that the end-user is not forced to 
select the document to be presented 
before capture?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

2. Biometric verification

/Proprietary 
technology

Has the supplier self-developed 
the biometric verification 
technology, which gives it more 
excellent knowledge and greater 
agility in responding to customer 
requirements, or, on the contrary, is it 
a third-party technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

/NIST FRVT 1:1 
(Face Recognition 
Vendor Test) 
evaluation

Has the vendor submitted its 
biometric technology to the latest 
NIST FRVT 1:1 (Face Recognition 
Vendor Test) evaluation?  
Consult data here

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Has the vendor achieved FNMR 
(False Non-Match Rate) results of 
less than 0.04 for an FMR (False 
Match Rate) of 0.00001 in the latest 
NIST FRVT 1:1 evaluation in the WILD 
category?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Processing time How much maximum processing 
time does the vendor require to 
complete a biometric verification 
between the selfie and the ID 
Document photo?

Specify the 
number in 
milliseconds

<300  
milliseconds

Specify the 
number in 
milliseconds

Specify the 
number in 
milliseconds

/Technology 
for evidence 
controlled capture 
(SDKs)

Does the vendor have front-end 
capture technology (SDKs) to offer 
the end-user a guided biometric 
verification capture experience (e.g., 
provide real-time feedback if the 
camera position is not adequate)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

3. Liveness detection

/Proprietary 
technology

Has the supplier self-developed the 
liveness detection technology, which 
gives it more excellent knowledge 
and greater agility in responding 
to customer requirements, or, on 
the contrary, is it a third-party 
technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

/Compliance 
with ISO 30107-3 
standards

Does the supplier have a liveness 
detection technology evaluated 
by iBeta in compliance with ISO 
30.107-3?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

https://pages.nist.gov/frvt/html/frvt11.html
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Possible answer Veridas Provider 1 Provider 2

/Compliance 
with ISO 30107-3 
standards

What level of ISO 30.107-3 
compliance has the supplier 
obtained in the assessment 
performed by iBeta?

  Level 2
  Level 1
  Not assessed 

by iBeta

  Level 2
  Level 1
  Not assessed 

by iBeta

  Level 2
  Level 1
  Not assessed 

by iBeta

  Level 2
  Level 1
  Not assessed 

by iBeta

/Technology 
for evidence 
controlled capture 
(SDKs)

Does the vendor have front-end 
capture technology (SDKs) to offer 
the end-user a guided liveness 
detection capture experience 
(e.g., provide real-time feedback if 
the requested movements do not 
correspond to those carried out by 
the end-user)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

4.Video selfie

/Proprietary 
technology

Has the supplier self-developed 
the Video Selfie technology, which 
gives it more excellent knowledge 
and greater agility in responding 
to customer requirements, or, on 
the contrary, is it a third-party 
technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

/Certification  
(valid for Spain)

Has the supplier's technology been 
certified in compliance with the 
security requirements demanded 
by the TIC Security Guide of the 
National Cryptologic Center (CCN) 
of high category, as required by the 
Order ETD/465/2021?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Additional 
security checks 
during the Video 
Selfie process

Can the provider detect if the type 
of ID document shown during the 
Video Selfie corresponds to the 
kind of document presented at the 
beginning of the process by the 
user?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Can the provider detect if the face 
of the person present in the Video 
Selfie corresponds to the face 
present in the previously captured 
selfie?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Technology 
for evidence 
controlled capture 
(SDKs)

Does the vendor have front-end 
capture technology (SDKs) to offer 
the end-user a guided Video Selfie 
capture experience (e.g., provide 
real-time feedback if the document 
displayed does not corresponds to 
the type of document shown at the 
beginning of the process)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

5. Video call

/Proprietary 
technology

Has the supplier self-developed 
the Video call technology, which 
gives it more excellent knowledge 
and greater agility in responding 
to customer requirements, or, on 
the contrary, is it a third-party 
technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology
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Possible answer Veridas Provider 1 Provider 2

/Administration 
dashboard

Does the provider have a solution for 
the administration, management and 
recording of these video calls by an 
agent?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

6. Deduplication solution

/Proprietary 
technology

Has the supplier self-developed 
the deduplication solution 
technology, which gives it more 
excellent knowledge and greater 
agility in responding to customer 
requirements, or, on the contrary, is it 
a third-party technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

/NIST FRVT 1:N 
(Face Recognition 
Vendor Test) 
evaluation

Has the vendor submitted its 
biometric technology to the latest 
NIST FRVT 1:N (Face Recognition 
Vendor Test) evaluation?  
Consult data here

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Has the vendor achieved FNIR 
(False Negative Identification 
Rates) results of less than 0.04 for 
a database of N=12,000,000 and an 
FPIR (False Positive Identification 
Rate) of 0.03 in the latest NIST FRVT 
1:N evaluation in the MUGSHOT 
category?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Processing times How long does the vendor need to 
process a selfie comparison against 
a one million faces database?

Specify 
number in 
seconds

< 1 second Specify 
number in 
seconds

Specify 
number in 
seconds

/Maximum 
database size

What is the maximum database size 
(number of images) on which the 
vendor can run a 1:N comparison?

Specify 
number in 
millions

13.5 million Specify 
number in 
millions

Specify 
number in 
millions

C. FLEXIBILITY AND INTERCONNECTIVITY

1. Orchestration of different customer journeys

/Document 
verification (a 
single document)

Does the supplier allow a Digital 
Onboarding process consisting 
only of verifying a single identity 
document?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Document 
verification 
(multiple 
documents)

Does the supplier allow a Digital 
Onboarding process consisting 
only of verifying multiple identity 
documents (more than one)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Document 
Verification 
+ Biometric 
Verification

Does the supplier allow a Digital 
Onboarding process consisting of 
both ID document verification and 
Biometric verification?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Document 
Verification 
+ Biometric 
Verification + 
Liveness Detection

Does the supplier allow a Digital 
Onboarding process consisting of 
ID document verification, Biometric 
verification, and Liveness Detection?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

https://pages.nist.gov/frvt/html/frvt1N.html
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Possible answer Veridas Provider 1 Provider 2

/Document 
Verification 
+ Biometric 
Verification + 
Liveness Detection 
+ Video selfie

Does the supplier allow a Digital 
Onboarding process consisting of 
ID document verification, Biometric 
verification, Liveness Detection, and 
Video selfie?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Document 
Verification 
+ Biometric 
Verification + 
Liveness Detection 
+ Video call

Does the supplier allow a Digital 
Onboarding process consisting of 
ID document verification, Biometric 
verification, Liveness Detection, and 
Video call?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Adding 
deduplication 
solutions to the 
Digital Onboarding 
process

Does the vendor allow the addition 
of a deduplication solution to the 
Digital Onboarding process (e.g., 
detecting if the customer's identity 
doing the Onboarding process is 
already present in other databases, 
such as existing customers or 
"forbidden" identity databases)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Adding voice 
enrollment to the 
Digital Onboarding 
process

Does the vendor allow the addition of 
a biometric enrollment of the voice 
of the user performing the Digital 
Onboarding process?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

2. Threshold 
setting

Does the supplier return 
individualized results (scores) that 
allow customers to set ad-hoc cut-
off thresholds for each use case 
based on their funnel and security 
needs?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

3. Connectivity to external identity databases

/Connectivity to 
AML (Anti-Money 
Laundering) 
database vendors

Does the supplier have the capability 
to connect its Digital Onboarding 
process with a Sanctions & 
watchlists database service and 
be able to check the identity of the 
user performing the process against 
these databases?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Does the supplier have the capability 
to connect its Digital Onboarding 
process with a PEPs (Politically 
Exposed Person) database service 
and be able to check the identity 
of the user performing the process 
against these databases?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

Does the supplier have the capability 
to connect its Digital Onboarding 
process with an Adverse Media 
database service and be able to 
check the identity of the user 
performing the process against 
these databases?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

/Connectivity 
with government 
databases

Does the supplier have developed 
connections to government 
databases required by the use case 
or legislation that allow the evidence 
collected (e.g., OCR data or ID 
photographs) to be checked against 
those databases?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No
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Possible answer Veridas Provider 1 Provider 2

D. BIOMETRIC IDENTITY MANAGEMENT

1. Proprietary 
technology

Has the supplier self-developed 
the Identity Management Platform 
technology, which gives it more 
excellent knowledge and greater 
agility in responding to customer 
requirements, or, on the contrary, is it 
a third-party technology?

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

  Proprietary 
technology 

  Mixed 
technology 
(proprietary 
and 
third-party)

  Third-party 
technology

2. Solution 
availability:  
on-premise and/
or cloud

Is the identity management platform 
offered by the vendor available in a 
cloud and/or on-premise model?

  Only cloud  
  Only 

on-premise
  Cloud and 

on-premise

  Only cloud  
      Only 

on-premise
      Cloud and 

on-premise

  Only cloud  
  Only 

on-premise
  Cloud and 

on-premise

  Only cloud  
  Only 

on-premise
  Cloud and 

on-premise

3. Data export Does the vendor's Identity 
Management Platform allow 
downloading of validation data?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

4. Video call 
management

Does the vendor's identity 
management platform include a 
solution for managing incoming 
video calls (reception, management, 
recording, etc.)?

  Yes
  No

    Yes
   No

  Yes
  No

  Yes
  No

DOWNLOAD OUR  
FREE DIGITAL ONBOARDING 
VENDOR COMPARISON  
TOOL

https://veridas.com/en/download-digital-onboarding-buyers-guide/
https://veridas.com/en/download-digital-onboarding-buyers-guide/
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Analysis
/Company criteria
A. EXPERIENCE  
AND MATURITY

Why is it important?
Any technological innovation, such as biometrics, requires a learning and 
adaptation path that providers can only achieve through real accumulated 
experience. Therefore, finding a supplier capable of demonstrating 
accurate, tangible, and lasting results over time, primarily through 
customers with concrete use cases in production, provides greater 
certainty in achieving the promised results.

Evaluation criteria

1. Number of identity verification processes completed

Question

What is the total volume of identity verification processes completed, in 
actual production scenarios, by the vendor since its founding?

Veridas answer

+80 million

2. Number of customers in production

What is the total number of customers in production that the supplier 
currently has?

+250 customers

3. Number of years of experience

How many years has the company been operating in the field of 
digital identity verification using biometric methods?

Since 2017
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B. COMPLIANCE  
AND CERTIFICATION

Why is it important?
The application of biometric technology involves handling and processing 
sensitive personal data by the service provider to validate an identity as 
accurately as possible. For this reason, it is critical to find suppliers that 
certify a maximum degree of compliance with current legislation if we 
want to ensure that the implemented solution complies with the relevant 
legal guarantees. 

Evaluation criteria

1. Compliance with local data protection regulations

¿Can the supplier attest to compliance with local data 
protectionregulations?

Possible answers       YES       NO

Veridas answer           YES 

Veridas can certify compliance with all data protection regulations. E.g., GDPR in the EU, CCPA 
in the USA, LFPDPPP in Mexico, etc.1PDPPP en México, etc

2. ISO 27001 Compliance (Information Security)

Is the supplier certified by a recognized body for ISO 27001 compliance?

Possible answers       YES       NO

Veridas answer        YES,  WITH BUREAU VERITAS 

3. Storage of customer personal data

Does the supplier need to store personal data for the correct operation 
of its technology (E.g., need for engine “training”)?

Possible answers       YES       NO

Veridas answer                           NO

4. Level of automation of the solutions

Does the vendor provide fully automated (non-human-in-the-loop) 
solutions, or does it require some level of manual support for proper 
operation? 

Possible answers           FULLY AUTOMATED SOLUTIONS
  SEMI-AUTOMATED SOLUTIONS
  MANUAL SOLUTIONS

Veridas answer               FULLY AUTOMATED SOLUTIONS

1. Find out more about the compliance level of Veridas solutions.

https://veridas.com/en/compliance/
https://veridas.com/en/compliance/
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C. DEPLOYMENT 
AND  
IMPLEMENTATION

Why is it important?
Many Digital Onboarding processes fail due to the inability to deploy the 
technology properly. In this sense, it is vital to confirm that the provider 
complies with the maximum security guarantees in its cloud or on-premise 
deployments and that it has a specialized support team to attend to both 
the implementation and the subsequent production scenario. Finally, the 
supplier must provide the best practices for each use case and ensure that 
the conversion funnel obtained is the highest possible.

Evaluation criteria

1. Cloud solutions served from Tier 1 cloud providers

Does the vendor offer the technology from a cloud provider categorized 
as “Tier 1”: AWS, Microsoft Azure, or Google?

Possible answers       YES       NO

Veridas answer           YES 

2. Cloud solutions served from multiple regions

Does the provider offer the technology from multiple regions, adapting 
to the area in the world that I need for my use case?

Possible answers       YES       NO

Veridas answer           YES 

3. Availability of on-premise deployment

Does the vendor facilitate the deployment of its technology in an on-
premise model (local installation)?

Possible answers       YES       NO

Veridas answer           YES 

4. In-house Customer Success team for deployment and production 
support

Does the vendor have a dedicated Customer Success team to support 
customers in the deployment and production phases (24/7 service) from 
the regions where the use case will be implemented?

Possible answers       YES       NO

Veridas answer           YES 

Veridas has local Customer Success teams in Europe, the USA, and Latam.
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5. Sandbox environment available for testing

Does the vendor provide a sandbox or test environment (work 
environments) to test their solutions without working directly on 
production environments (live environments)?

Possible answers       YES       NO

Veridas answer           YES 

6. The estimated maximum time for full deployment

How long does the vendor estimate it takes from the time technology 
deployment starts to when it is ready to go into production?

Veridas answer       5 DAYS, WITH OUR PLUG & PLAY DIGITAL 
ONBOARDING SOLUTION (XPRESID)

Why is it important?
The provider must efficiently address the variability of devices and 
environments that the end-user can use when performing a Digital 
Onboarding process. The best user experience must be generated in all 
of them, certifying, at the same time, the maximum degree in security and 
accuracy.

Evaluation criteria

1. Omnichannel
/Available on web environment (HTML)

Does the vendor make its technology available for web (HTML) 
environments?

Possible answers        YES, IN BOTH MOBILE AND DESKTOP ENVIRONMENTS
     YES, ONLY IN MOBILE ENVIRONMENTS
     YES, ONLY IN DESKTOP ENVIRONMENTS
     NO

Veridas answer              YES, IN BOTH MOBILE AND DESKTOP ENVIRONMENTS

/Available in native environments 
• Available on iOS

Does the vendor make its technology available for the iOS environment?

Possible answers       YES       NO

Veridas answer           YES 

/Technology criteria
A. USER  
EXPERIENCE
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• Available on Android

Does the vendor make its technology available for the Android 
environment?

Possible answers       YES       NO

Veridas answer           YES 
• Available on Webviews

Does the vendor make their technology available in Webviews?

Possible answers       YES       NO

Veridas answer           YES 

2. Conversion funnel
The conversion funnel is the process of a user pursuing a goal. In the 
case of a Digital Onboarding process, the funnel represents the number 
of people who start the identity verification process compared to the 
number of users who complete it. Therefore, we should consider that the 
user experience and the process design are directly related to a more 
significant number of people reaching the end successfully. The best 
digital onboarding technologies certify funnel percentages above 70%.

What percentage of funnel conversion (document verification + biometric 
verification) does the vendor certify as a minimum percentage, based on 
their actual experience?

 80%

A. USER  
EXPERIENCE
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3. Completion time

How long does it take a user to complete an entire identity verification 
process (document verification + biometric verification + certified 
liveness detection) with the vendor’s solution?

 Less than 30 seconds

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

Why is it important?
Digital Onboarding processes can be made up of different parts or stages: 
verification of identity documents, biometric verification, proof of life, 
etc. The supplier must offer trusted technological solutions for all these 
other parts, generating a homogeneous process in terms of experience, 
precision, and security. The control of the integrity of the process by the 
supplier is essential, and the fact that the supplier owns the technology 
is fundamental. The latter will allow them to adapt to customers’ specific 
needs and respond with more significant guarantees to any unforeseen 
event or incident2.

Evaluation criteria
We will now analyze, one by one, the different stages or parts that can 
make up a digital identity verification process.

2. Click here to learn more about Veridas Digital Onboarding solution. 

1. Document verification
2. Biometric verification
3. Liveness detection

4. Video selfie
5. Video call
6. Deduplication solution

https://veridas.com/en/digital-onboarding/
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1. Document verification: the process of, on the one hand, extracting 
the data contained in a document and, on the other hand, validating its 
authenticity as an official identity document (which has been issued by a 
certified body for this purpose)3.

/Proprietary technology

Has the supplier self-developed the document verification technology, 
which gives it more excellent knowledge and greater agility in 
responding to customer requirements, or, on the contrary, is it a third-
party technology?

Possible answers            PROPRIETARY TECHNOLOGY
          MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

           THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

/Documentary coverage in the desired geography

Are the identity documents required by the use case contained in  
the supplier’s document coverage?

Possible answers         YES       NO

Veridas answer           DID YOU KNOW THAT VERIDAS HAS MORE THAN 400
IDENTITY DOCUMENTS FROM 190 COUNTRIES?)4 

/Extraction and analysis of data from the following parts of the document

Is the vendor capable of successfully extracting and analyzing the 
information contained in the following areas of the ID documents?

• NFC chip (Near-Field Communication)

Possible answers       YES       NO

Veridas answer           YES 

• Visual Inspection Zone (VIZ)

Possible answers       YES       NO

Veridas answer           YES 

• Machine Readable Zone (MRZ)

Possible answers       YES       NO

Veridas answer           YES 

3. Click here to learn more about Veridas document verification solution.
4. Click here to know more about Veridas document coverage.

  

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

https://veridas.com/en/global-document-verification/
https://veridas.com/en/global-document-coverage/%09
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• Barcodes

Possible answers       YES       NO

Veridas answer           YES 

• QR codes

Possible answers       YES       NO

Veridas answer           YES 

/Fraud prevention measures (anti-spoofing) applied on the document5

Is the provider capable of successfully detecting the following types of 
fraud concerning identity document verification?

• Detection of documents on invalid media: photocopies, scans or photo-
graphs, printed or digital, of authentic documents.

/Detection of an impression of the original identity document (also known 
as a print attack) after it has been photographed, scanned, or photocopied. 

Possible answers       YES       NO

Veridas answer           YES 

/Detection of an identity document displayed on a screen (also known as a 
replay attack) after it has been photographed or scanned. 

Possible answers       YES       NO

Veridas answer           YES 

• Detection of manipulated documents: original documents whose data 
have been modified, physically or digitally.

/Detection of modifications of the information printed on the document: 
MRZ checksums

Possible answers       YES       NO

Veridas answer           YES 

Consistency between the MRZ and VIZ

Possible answers       YES       NO

Veridas answer           YES 

5. Our experts say: 3 categories of document fraud that every Digital Onboarding technology should ad-
dress. 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
https://veridas.com/en/3-categories-of-document-fraud-that-every-digital-onboarding-technology-should-address/
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Consistency of the Bidi code data 

Possible answers       YES       NO

Veridas answer           YES 

Consistency between the MRZ and NFC

Possible answers       YES       NO

Veridas answer           YES 

/Photo replacement detection (modification of the photo on the ID 
card)

Possible answers       YES       NO

Veridas answer           YES 

•  Detection of false documents: documents that have not been pro-
duced or manufactured by the government entity associated with the 
issuing country or region

Possible answers       YES       NO

Veridas answer           YES 

/Technology for evidence controlled capture (SDKs) 

Does the vendor have front-end capture technology (SDKs) to offer 
the end-user a guided ID document capture experience (e.g., provide 
real-time feedback if the expected document is not displayed or 
alert if the capture is not clear)?

Possible answers       YES       NO

Veridas answer           YES 

/Autoclassification of identity documents

Does the supplier have ID document autoclassification technology 
so that the end-user is not forced to select the document to be 
presented before capture?

Possible answers       YES       NO

Veridas answer           YES 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS
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2. Biometric verification: the process of validating that the user’s selfie 
captured during the process and the photo contained in the ID card 
belong to the same person.

/Proprietary technology

Has the supplier self-developed the biometric verification technology, 
which gives it more excellent knowledge and greater agility in 
responding to customer requirements, or, on the contrary,  
is it a third-party technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

/NIST FRVT 1:1 (Face Recognition Vendor Test) evaluation

• Evaluated by NIST

Has the vendor submitted its biometric technology to the latest NIST 
FRVT 1:1 (Face Recognition Vendor Test) evaluation?6

Possible answers       YES       NO

Veridas answer                 YES7 

6. Check the latest NIST results here.
7. Our experts say: Veridas remains at the top of the ranking in the NIST 1:1 Face Recognition Evaluation.

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

https://pages.nist.gov/frvt/html/frvt11.html
https://veridas.com/en/veridas-remains-at-the-top-of-the-ranking-in-nist-11-face-recognition-evaluation/
https://veridas.com/en/veridas-remains-at-the-top-of-the-ranking-in-nist-11-face-recognition-evaluation/
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• Minimum results obtained

Has the vendor achieved FNMR (False Non-Match Rate) results of less 
than 0.04 for an FMR (False Match Rate) of 0.00001 in the latest NIST 
FRVT 1:1 evaluation in the WILD category?

Possible answers       YES       NO

Veridas answer           YES, VERIDAS HAS OBTAINED AN FNMR OF 0.0311

/Processing time

How much maximum processing time does the vendor require to 
complete a biometric verification between the selfie and the ID 
Document photo?

500 milliseconds

/Technology for evidence controlled capture (SDKs) 

Does the vendor have front-end capture technology (SDKs) to offer 
the end-user a guided biometric verification capture experience (e.g., 
provide real-time feedback if the camera position is not adequate)?

Possible answers       YES       NO

Veridas answer           YES 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS
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3. Liveness detection: determine whether the face presented in the 
process belongs to a real person or, on the contrary, is a Deepfake or a 
presentation attack8

/Proprietary technology

Has the supplier self-developed the liveness detection technology, 
which gives it more excellent knowledge and greater agility in 
responding to customer requirements, or, on the contrary, is it a third-
party technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

/Compliance with ISO 30107-3 standards

• Technology validated by iBeta in reference to ISO 30.107-3 

Does the supplier have a liveness detection technology evaluated by 
iBeta in compliance with ISO 30.107-3?

Possible answers       YES       NO

Veridas answer           YES 

• Validation level achieved against iBeta’s assessment for ISO 30.107-3

What level of ISO 30.107-3 compliance has the supplier obtained in the 
assessment performed by iBeta?

Possible answers        LEVEL 2
            LEVEL 1

NOT ASSESSED BY IBETA

Veridas answer                LEVEL 29  

8. Our experts say: Beyond the deepfake: 14 types of Presentation Attacks (PA) that a facial biometrics 
solution should be able to prevent.

9. Our experts say: Veridas passes the iBeta PAD Level 2 evaluation of ISO/IEC for its liveness detection 
technology.

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

https://veridas.com/en/beyond-the-deepfake-14-types-of-presentation-attacks-pa-that-a-facial-biometrics-solution-should-be-able-to-prevent/
https://veridas.com/en/beyond-the-deepfake-14-types-of-presentation-attacks-pa-that-a-facial-biometrics-solution-should-be-able-to-prevent/
https://veridas.com/en/veridas-passes-the-ibeta-pad-level-2-evaluation-of-iso-iec-for-its-liveness-detection-technology/
https://veridas.com/en/veridas-passes-the-ibeta-pad-level-2-evaluation-of-iso-iec-for-its-liveness-detection-technology/
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/Technology for evidence controlled capture (SDKs) 

Does the vendor have front-end capture technology (SDKs) to offer the 
end-user a guided liveness detection capture experience (e.g., provide 
real-time feedback if the requested movements do not correspond to 
those carried out by the end-user)?

Possible answers       YES       NO

Veridas answer           YES 

4. Video selfie: generates video evidence of the Digital Onboarding 
process with legal validity under money laundering prevention 
regulations (e.g., SEPBLAC in Spain or CNBV in Mexico). Specifically, the 
Video selfie is a process that the user completes autonomously, following 
the instructions provided for it, where he/she is asked to show the 
document used during the process and speak briefly.

/Proprietary technology

Has the supplier self-developed the Video Selfie technology, which 
gives it more excellent knowledge and greater agility in responding 
to customer requirements, or, on the contrary, is it a third-party 
technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS
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/Certification (valid for Spain)

Has the supplier’s technology been certified in compliance with the 
security requirements demanded by the TIC Security Guide of the 
National Cryptologic Center (CCN) of high category, as required by the 
Order ETD/465/2021?

Possible answers      YES       NO

Veridas answer           YES, BY DEKRA TESTING & CERTIFICATION S.A.U. 

/Additional security checks during the Video Selfie process
• Document type detection

Can the provider detect if the type of ID document shown during the 
Video Selfie corresponds to the kind of document presented at the 
beginning of the process by the user?

Possible answers       YES       NO

Veridas answer           YES 

• Biometric comparison

Can the provider detect if the face of the person present in the Video 
Selfie corresponds to the face present in the previously captured selfie?

Possible answers       YES       NO

Veridas answer           YES 

/Technology for evidence controlled capture (SDKs) 

Does the vendor have front-end capture technology (SDKs) to offer the 
end-user a guided Video Selfie capture experience (e.g., provide real-
time feedback if the document displayed does not corresponds to the 
type of document shown at the beginning of the process)?

Possible answers       YES       NO

Veridas answer           YES 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS
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5. Video call: generates video evidence of the Digital Onboarding process 
with legal validity under money laundering prevention regulations 
(e.g., SEPBLAC in Spain or CNBV in Mexico). Specifically, the Video call 
consists of recording a video conversation between the user and an 
agent, where the user is asked to show the document used during the 
process and to speak briefly.

/Proprietary technology

Has the supplier self-developed the Video call technology, which gives it 
more excellent knowledge and greater agility in responding to customer 
requirements, or, on the contrary, is it a third-party technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

/Administration dashboard

Does the provider have a solution for the administration, management 
and recording of these video calls by an agent?

Possible answers       YES       NO

Veridas answer           YES 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS
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6. Deduplication solution: determine whether the user, whose identity 
is being verified, already exists in a database (e.g., database of existing 
customers or “banned” identities)10

/Proprietary technology

Has the supplier self-developed the deduplication solution technology, 
which gives it more excellent knowledge and greater agility in 
responding to customer requirements, or, on the contrary, is it a third-
party technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY

/NIST FRVT 1:N (Face Recognition Vendor Test) evaluation
• Evaluated by NIST

Has the vendor submitted its biometric technology to the latest NIST 
FRVT 1:N (Face Recognition Vendor Test) evaluation?11

Possible answers       YES       NO

Veridas answer           YES 
• Minimum results obtained

Has the vendor achieved FNIR (False Negative Identification Rates) 
results of less than 0.04 for a database of N=12,000,000 and an FPIR 
(False Positive Identification Rate) of 0.03 in the latest NIST FRVT 1:N 
evaluation in the MUGSHOT category?

Possible answers        YES       NO

Veridas answer              YES, VERIDAS HAS OBTAINED AN FNIR OF 0.0228 

/Processing times

How long does the vendor need to process a selfie comparison  
against a one million faces database?

 Less than 1 second

10. Click here to learn more about Veridas deduplication solution.
11. Check the latest NIST results here. 

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

https://veridas.com/en/fraud-detection-software/
https://pages.nist.gov/frvt/html/frvt1N.html
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/Maximum database size

What is the maximum database size (number of images) on  
which the vendor can run a 1:N comparison?

13.5 million

B. CONTROL,  
PRECISION AND  
SECURITY OF THE  
DIFFERENT  
COMPONENTS

C. FLEXIBILITY  
AND INTERCO- 
NNECTIVITY

Why is it important?
A Digital Onboarding solution is not a single process but admits variability 
of journeys depending on the customer’s needs, the legislation that applies 
to the country, the industry, use case, etc. Therefore, the provider must 
allow the configuration of the adequate flow for each specific use case, 
enabling the connection of this flow with external identity bases (e.g. PEPs, 
AML, governments, etc.) that complement the process. 

Evaluation criteria
1. Orchestration of different customer journeys

/Document verification (a single document)

¿Does the supplier allow a Digital Onboarding process  
consisting only of verifying a single identity document?

Possible answers       YES       NO

Veridas answer           YES 
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/Document verification (multiple documents)

Does the supplier allow a Digital Onboarding process consisting only of 
verifying multiple identity documents (more than one)?

Possible answers       YES       NO

Veridas answer           YES 

/Document Verification + Biometric Verification

Does the supplier allow a Digital Onboarding process consisting of both 
ID document verification and Biometric verification?

Possible answers       YES       NO

Veridas answer           YES 

/Document Verification + Biometric Verification + Liveness Detection

Does the supplier allow a Digital Onboarding process consisting of ID  
document verification, Biometric verification, and Liveness Detection?

Possible answers       YES       NO

Veridas answer           YES 

/Document Verification + Biometric Verification + Liveness Detection + 
Video selfie

Does the supplier allow a Digital Onboarding process consisting of ID 
document verification, Biometric verification, Liveness Detection, and 
Video selfie?

Possible answers       YES       NO

Veridas answer           YES 

/Document Verification + Biometric Verification + Liveness Detection + 
Video call

Does the supplier allow a Digital Onboarding process consisting of ID 
document verification, Biometric verification, Liveness Detection, and 
Video call?

Possible answers       YES       NO

Veridas answer           YES 

C. FLEXIBILITY  
AND INTERCO- 
NNECTIVITY
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/Adding deduplication solutions to the Digital Onboarding process

 Does the vendor allow the addition of a deduplication solution to the 
Digital Onboarding process (e.g., detecting if the customer’s identity 
doing the Onboarding process is already present in other databases, 
such as existing customers or “forbidden” identity databases)?

Possible answers       YES       NO

Veridas answer           YES 

/Adding voice enrollment to the Digital Onboarding process

Does the vendor allow the addition of a biometric enrollment of the voice 
of the user performing the Digital Onboarding process?

Possible answers       YES       NO

Veridas answer           YES12 

2. Threshold setting

Does the supplier return individualized results (scores) that allow 
customers to set ad-hoc cut-off thresholds for each use case based on 
their funnel and security needs?

Possible answers       YES       NO

Veridas answer           YES 

3. Connectivity to external identity databases
/Connectivity to AML (Anti-Money Laundering) database vendors

 • Connection to Sanctions & Watchlists databases

Does the supplier have the capability to connect its Digital Onboarding 
process with a Sanctions & watchlists database service and be able to 
check the identity of the user performing the process against these 
databases?

Possible answers       YES       NO

Veridas answer           YES 

12 . Click here to learn more about Veridas voice biometric authentication solution.

C. FLEXIBILITY  
AND INTERCO- 
NNECTIVITY

https://veridas.com/en/voice-biometric-authentication/
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• Connection to PEPs (Politically Exposed Person) databases

Does the supplier have the capability to connect its Digital Onboarding 
process with a PEPs (Politically Exposed Person) database service and 
be able to check the identity of the user performing the process against 
these databases?

Possible answers       YES       NO

Veridas answer           YES 

• Connection to Adverse Media databases

Does the supplier have the capability to connect its Digital Onboarding 
process with an Adverse Media database service and be able to check 
the identity of the user performing the process against these databases?

Possible answers       YES       NO

Veridas answer           YES 

• Connectivity with government databases

Does the supplier have developed connections to government databases 
required by the use case or legislation that allow the evidence collected  
(e.g., OCR data or ID photographs) to be checked against those 
databases?

Possible answers       YES       NO

Veridas answer                 YES, VERIDAS HAS CONNECTIONS TO GOVERNMENT
DATABASES IN SPAIN (QTSPS), THE USA 
(AAMVA), MEXICO (RENAPO AND INE), COLOMBIA 
(REGISTRADURÍA), AND PERU (RENIEC)

C. FLEXIBILITY  
AND INTERCO- 
NNECTIVITY
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D. BIOMETRIC 
IDENTITY  
MANAGEMENT

Why is it important?
Any entity, public or private, that deploys digital identity verification 
technologies needs to monitor, review and analyze the different processes 
being carried out by end-users in real-time. Moreover, this review is not 
only necessary for process control reasons but is also required by some 
regulators in certain use cases, among which the legislation on Anti-Money 
Laundering stands out. Therefore, for those entities that do not have 
their own process management capabilities, the supplier must offer an 
alternative solution to perform this control.

Evaluation criteria
1. Proprietary technology

Has the supplier self-developed the Identity Management Platform 
technology, which gives it more excellent knowledge and greater agility 
in responding to customer requirements, or, on the contrary, is it a third-
party technology?

Possible answers        PROPRIETARY TECHNOLOGY
        MIXED TECHNOLOGY (PROPRIETARY AND THIRD-PARTY)

            THIRD-PARTY TECHNOLOGY

Veridas answer                 PROPRIETARY TECHNOLOGY
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2. Solution availability: on-premise and/or cloud

Is the identity management platform offered by the vendor  
available in a cloud and/or on-premise model?

Possible answers            ONLY CLOUD
       ONLY ON-PREMISE
       CLOUD AND ON-PREMISE

Veridas answer                CLOUD AND ON-PREMISE

3. Data export

Does the vendor’s Identity Management Platform allow downloading of 
validation data?

Possible answers       YES       NO

Veridas answer           YES 

4. Video call management

Does the vendor’s identity management platform include a solution for 
managing incoming video calls (reception, management, recording, etc.)?

Possible answers       YES       NO

Veridas answer           YES 

D. BIOMETRIC 
IDENTITY  
MANAGEMENT
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/Onboarding  
is just the beginning 
Because not all providers 
can deliver the same 
performance, keep reading 
to find out what we have for 
you 



/Identity verification  
made simple
/Identity proofing

 • Digital onboarding
Choose only proven technology for the most crucial moment.

• Document verification
Identity document data extraction & authenticity check in more 
than 190 countries.

/User authentication
  • Face biometrics

Verify users with just a selfie, in milliseconds.  
Rely on certified anti-spoofing technology.

 • Voice biometrics
Speaker recognition with just 3 seconds of voice audio, 
independently of the language and the text spoken.

 • Phygital Identity Platform
Access management and identity verification platform.

/Fraud prevention
 • Biometric deduplication system

Discover if a new or existing user already exists within  
your database.

Choose a trusted biometric provider who will support you throughout your entire clients’ life cycle.

Trusted technology, certified technology

LFPPPP

Ley 1581  
de 2012



We were born with the purpose 
of guaranteeing people’s right to 
use their real identities in 
the digital and physical world.

We have a vision of a 
passwordless and keyless 
future, where people are 
recognized privately,  
securely and voluntarily  
for who they are.
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